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Annotation: The schematic implementation of digital data transfer method using chaotic 

masking that is based on summing of modulated carrying oscillation and chaotic oscillation 

was carried out in the work. It is possible to use harmonic, chaotic or noise oscillation with 

statistical and spectral characteristics close to the characteristics of masking signal as 

carrying oscillation. The phenomenon of full chaotic synchronization between chaotic 

oscillations of generators of transmitter and receiver is used for data recovery. The possibility 

of data recovery in the receiver under the conditions of noisy channel is investigated and the 

possibility of practical implementation of the given method is shown. 

 

Introduction 

The development of digital systems of hidden data transfer using chaotic signals is a topical 

issue of scientific researches of the last decades (1),(7). 

Communication systems using chaotic signals can be divided into the systems with 

application and without application phenomena of chaotic synchronization (3), (10). 

Numerous works offer analog communication systems using the synchronization of 

transmitter and receiver for data recovery (10), (11), (15), (18). The research has found that 

such systems possess low noise immunity caused by high sensitivity of chaotic 

synchronization to the noises in communication channel and detuning of parameters of drive 

and response generators. The use of digital systems provides for the rise of level of noise 

immunity of data transmission process compared to the analog ones as well as the possibility 

of the application of encoding (6) and cryptographic security methods (8), (12).  

The most widely used circuit for hidden data transmission is the circuit with the use of chaotic 

masking (Figure №1а) (16, 17). Its working principle lies in the following. One of the output 

chaotic oscillations of the generator x(t) is added up with an analog data signal m(t) followed 

by transmission to channel. Security of data transmission process by channel is ensured by 

complete overlap of data signal spectrum by chaotic oscillation spectrum. The phenomenon of 

chaotic simultaneous response or chaotic synchronization can be used for data recovery. The 

receiver contains chaos generator (or generator decomposition) u(t) with parameters identical 
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to the ones of transmitter generator. In arriving at synchronization (simultaneous response) 

between transmitter and receiver a data signal can be recovered by subtracting the output 

signal of response generator by the input signal of receiver. The control parameters variety of 

generators v(t) and u(t) and the presence of noise in communication channel results in the 

origin of synchronization error that equals the error of data signal recovery. 

Desynchronization of transmitter and receiver generators eliminates the possibility of data 

transmission by channel. Besides, it is necessary to ensure the ratio signal/noise no less than 

35 dB for accurate data recover, which is its critical weakness (1, 2). 

When using the circuit of chaotic masking in digital systems of data transmission, the hiding 

of transmission process by communication channel will be low as in the intervals that equal 

the duration of data bit transmission a strong constant component will take place. In order to 

close this gap we offer a modification of analog circuit of chaotic masking for digital data 

transmission. Its working efficiency is proved by computer based simulation (4),(5).  

The aim of the work is schematic implementation and experimental research of the method of 

digital signals masking for the systems of hidden data transmission using chaotic oscillations 

and evaluation of its noise immunity. 

The method of digital data transmission using chaotic masking 

The modified circuit of chaotic masking of digital signals transmission is shown in Figure 

№1b. In contrast to the circuits of analog data transmission it contains a subsidiary generator 

G, the signal of which is modulated by digital data signal and added to the chaotic signal. The 

modulation is carried out with the aid of a key K which is turned on or off depending on the 

value of data bit. 

The implementation of preliminary modulation and ensuring of identity of statistic and 

spectral characteristics of signals generated by the generator G and the masking oscillation 

x(t) enables to match the parameters of carrying and chaotic signals. The harmonic, chaotic or 

noise oscillation can be used as a signal G(t) (4),(5). The circuit of the receiver remained 

unchanged. 

        

 
a)       b) 

Figure №1.The systems of analog and suggested circuit of digital data transmission using 

chaos generators a) and b) respectively, x(t) – drive generator; m(t) – digital data signal; G – 

subsidiary generator; u(t) – response generator; v(t) – recovered signal  

The experimental research results 
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Figure №2 is a basic electric circuit of a transmitter using sine wave as a modulated signal. 

The generating of chaotic oscillations is carried out by Chua's circuit, where the inductor is 

implemented according to the equivalent circuit on resistors R1, R2, R3, R4, capacitor C1 and 

operational amplifier DA1, DA2 series TL084CN [9, 14] in order to eliminate non-zero 

parasitic inductor resistance. The non-linear element of the generator is implemented on the 

resistors R6, R9, R10, R12, R14, R15 and operational amplifiers DA5, DA7 [9, 13], and the 

key K - on the microcircuit ADG444B. 

 
Figure №2. Basic electric circuit of a transmitter with the sine wave modulated by data signal 

 
Figure №3. Basic electric circuit of a transmitter 

The sequence of square waves was used as a digital binary message signal m(t) while 

conducting the experimental research. The data signal modulates the harmonic oscillation G(t) 

in such a way that in course of the «0» bit transmission (low level voltage on control key 

input) the harmonic signal is present and in course of the «1» bit transmission (high level 

voltage) on key output the signal is absent. The data sequence m(t) and the modulated 

harmonic signal m(t)G(t) are shown in Figure №4a and b respectively. 

Masking of data signal consists in summing up of chaotic oscillation and modulated harmonic 

signal by means of inverting summator implemented on the elements R7, R8, R11, DA6. The 

sum signal S’(t) is inverted by the invertor on the elements R13, R16, DA8 and gives to the 

communication channel S(t). 

 
а) 
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b) 

Figure №4.Time base diagrams of a digital message and modulated harmonic signal a) and b) 

respectively 

It is possible to use signals UC2 and UC3 formed on the capacitors C2 and C3 as masking 

oscillations, the spectral characteristics of which are shown in Figure №5a and b respectively. 

It was found that the signal UC3 has a more complex structure and wider frequency band. 

Besides, its usage ensures steadier synchronization of drive and response generators [15]. 

    
a)        b) 

Figure №5. Spectral characteristics of signals UC2 and UC3 a) and b) respectively 

In order to ensure security of data transmission by communication channel the frequency 

value of a carrier harmonic signal has to range within the effective bandwidth of a masking 

signal [4]. While conducting the experimental research the harmonic signal with frequency of 

3.5 kHz and amplitude of 0.3 V was used as a carrier oscillation. Besides the power ratio of 

harmonic and chaotic signals reached    -25 dB. With the increase of the amplitude of sine 

wave the harmonic component will be in the spectrum of masking oscillation. The spectral 

characteristics of signals in communication channel with value of carrier oscillation amplitude 

of 0.3 and 1 V are shown in Figure №6. 

    
a)    b) 

Figure №6. The spectral characteristics of signals in communication channel with value of 

harmonic signal amplitude: a) 0.3 V; b) 1V. 

Data recovery in the receiver was carried out with the aid of subtracting devicebased on the 

elements R10-R12, R14, DA7 (Figure №3). The oscillograms of the transferred data message 

and the received message by the receiver (output of subtracting device v(t)) are shown in 

Figure №7 a and b respectively. 
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а) 

 
b) 

Figure №7.Time base diagrams: a) digital data message m(t); b) signal on the output of 

subtracting device v(t) 

The error-free data reception in transferring of analog signals is possible when the value of 

parameters variety of generators of chaotic oscillations of transmitter and receiver are no more 

than 0.5% (1). The transition to the use of digital signals enables to desensitize the system to 

detuning of control parameters of chaos generators of transmitter and receiver. Experiments 

showed that the variety values are 0.8% and 1% for the parameters α and β respectively. 

In order to increase the level of data security transmission process chaotic oscillations may be 

used as carrier signals. The analysis of the spectrum of chaotic oscillations generated by 

Chua's circuit shows that the UC3 (t) signal spectrum completely overlaps the UC2 (t) signal 

spectrum (Figure №5). It allows to make suggestions concerning the applicability of the use 

of UC3 (t) oscillation as a masking signal and UC2 (t) as a carrier one for hidden 

communication systems. Herewith a considerable simplifying of transmitter circuit compared 

to the circuit on Figure №2 takes place and it allows using the transmitter generator more 

effectively (Figure №8). The amplifier that consists of the elements R4, R6 and DA4 is used 

to control the value of modulated chaotic signal. The spectrum of the added signal in 

communication channel is similar to the spectrum of carrier oscillation (Figure №9). 

 
Figure №8. Basic electric circuit of a transmitter with chaotic signal used as a carrier signal 
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The transmitter circuit remains the same as in case of using of harmonic signal as a carrier 

signal. Time base diagrams of a digital data message and a signal on the output of the 

subtracting device are shown in Figure №10a and b respectively. It follows from their 

comparison that in the given case it is possible to recover the transmitted data in the receiver. 

 
Figure №9. The spectrum of the sum signal in communication channel with chaotic signal 

used as a carrier signal 

 
а) 

 
b) 

Figure №10. Time base diagrams: a) digital data message m(t); b) signal on the output of the 

subtracting device v(t) 

Noise immunity of data transmission 

The state equations for the Chua’s oscillator are given by 
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where α and β – system control parameters; x, y, z – dynamic variables; 
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nonlinear characteristic, where a1 = 1; a2 = 6,88; m0 = -1,238; m1 = -0,6665; m2 = 500. The 

VA characteristic of the nonlinear element is piecewise-linear. 

In order to calculate the probability of an error of data recovery caused by the effect of 

additive white Gaussian noise in communication channel with different values of the 

signal/noise ratio we devised MatLab-Simulink models of the suggested system and a chaotic 

switching scheme.  
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The dependence of the probability of an error of the received data for different carrier signals 

from the value of signal/noise ratio in communication channel is shown in Figure №11. The 

results obtained show that the system of data transmission based on the usage of harmonic 

oscillation as a carrier signal yields to the chaotic switching scheme on the noise immunity 

(Figure №11 - curve 1 and curve 2 respectively). The increase of the amplitude of the carrier 

signal improves recovery process, however security is lost. 

 
Figure №11. Dependence of the probability of incorrect bytes recovery from the value of 

signal/noise ratio in communication channel (1 – with harmonic oscillation used as a carrier 

signal; 2 –chaotic switching scheme; 3 – with chaotic oscillation used as a carrier signal) 

The system based on the usage of carrier oscillation as a carrier signal is more resistant to 

noise impact in communication channel (curve 3).While modeling the modified system the 

parameters of master and slave generators were α = 10, β = 15. While modeling the chaotic 

switching scheme the modulation was carried out by changing the parameter β ranging 

between15 and 17. It follows from the results obtained that the modified circuit with data 

masking with chaotic signal used as a carrier signal is more resistible to noise impact in 

communication channel than the chaotic switching scheme. The probability of recovery error 

while using the modified circuit with the ratio S/N0 of the order 10 dB is 10
-3

, whereas its 

value constitutes 10
-2 

while using the chaotic switching scheme. 

Conclusion 

1. The paper offers the experimental studies of the modified system of chaotic masking for 

digital data transmission. Chua circuit was chosen as a generator of masking of chaotic signal. 

In order to increase the transmission data security it has been suggested that another chaotic 

oscillation generated by the same chaos generator shall be used as a carrier signal. It enabled 

to effectively use the capability of chaos generator.  

2. Data security was researched with the aid of comparative analysis of spectrum 

characteristics of masking and sum signals. It has been shown that harmonic oscillation may 

be used as a carrier signal only with the value of its amplitude of 0.3 V. The most effective is 

the system based on the usage of chaotic oscillation generated by the generator of the 

transmitter as a carrying and hiding signal. 

3. The probability of an error of data recovery was calculated. It was shown that the modified 

circuit with chaotic masking is more resistant to noise impact in communication channel 

compared to the chaotic switching scheme and with the signal/noise ratio of 10 dB is 10
-3

.  
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The results obtained indicate the possibility of usage of the suggested method as a basic 

approach in the systems of hidden digital data transmission. 
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